




trust is critical 

One thing to be wary of is that just like voice calls, 
text messages and email, the more consumers use 
RCS, the more attractive it becomes to fraudsters. 
Research shows that consumers are increasingly 
distrustful of traditional communications -
including SMS and voice calls - because of illegal 
robocalling, robotexting and other types of spam. 
In fact, the FCC reported that between 40-50 
percent of all calls to U.S. mobile phones in 2019 
were expected to be scams7

. In a Mobile Ecosystem 
Forum survey15, service providers estimated that an 
average of 9.4 percent of A2P SMS revenue is lost to 
fraud. 

Given that rich business messaging will be an open 
ecosystem for businesses of all shapes and sizes, 
it is expected that huge volumes of both verified 
and unverified business chatbots will be active on 
any given service provider network at any given 
time. That's why there needs to be a way to verify 
each sender's identity. Without that capability, the 
consumer will have no idea when to trust those 
messages, and fraudsters may be even more likely 
to try to compromise the service, thus undermining 
the reach and effectiveness of rich business 
messaging. 

As a new technology, RCS has the opportunity 
to get it right - right from the beginning - by 
building in verification. These capabilities are key for 
getting consumers to trust rich business messaging 
content. The more they can trust it, the more 
valuable it becomes as a customer-engagement 
platform for businesses. 

RCS verified sender for 
rich business messaging 

The good news is that service providers and 
businesses do have options for providing consumers 
with the information they need to trust RCS-based 
rich business messages. The GSMA's RCS Verified 
Sender initiative3

, for instance, establishes trust 
in business-to-consumer messaging by providing 
a framework that verifies the business sender's 
identity. 

7 https://docs. fcc.gov/public/attachments/DOC-356196A 1.pdf 
8 https:/ /www.anam.com/wp-content/uploads/2018/12/ A2.P-Monetisation-Report_-November-2018.pdf. 
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This option calls for a VA to verify the identity of 
each business that wants to send rich messages. 
The VA would also verify the chatbots used by 
the business and would register the information 
into a system that shares the business' logos and 
other enhanced caller-ID information with each 
participating platform provider. This information 
would be digitally signed by the VA, which will 
help mitigate the risk of spoofing or impersonation 
of chatbots by fraudsters during the registration 
process. Verified sender content could then be 
presented with an icon, such as a check mark, at the 
top to further emphasize that the sender has been 
verified. The service provider could also deliver this 
information with the sender's business name and 
logo so that the recipient could feel more confident 
that the business is legitimate and the content is 
authentic. 

iconectiv TruReach Intel 

iconectiv® TruReachTM lntel17 provides VA services, 
as well, as a variety of additional tools to help 
the rich business messaging ecosystem manage 
trust at scale. It is a neutral and secure service that 
helps distinguish those business messages that are 
coming from verified senders. Those messages can 
then be presented to consumers as legitimate and 
trusted. Service providers can use this software as a 
service (SaaS) solution to allow businesses to access 
their networks where messages and chatbots from 
legitimate businesses can be verified. TruReach 
Intel also supports voice calls and SMS, making it a 
comprehensive solution for omni-channel trust for 
customer engagement. 

about iconectiv 

Your business and your customers need to confidently access and exchange 
information simply, seamlessly and securely. iconectiv's extensive experience 
in information services, digital identity and numbering intelligence helps you 
do just that. In fact, more than 5K customers rely on our data exchange 
platforms each day to keep their networks, devices and applications 
connected and 2B consumers and businesses protected. Our cloud-based 
information as a service network and operations management and 
numbering solutions span trusted communications, digital identity 
management and fraud prevention.
For more information, visit www.iconectiv.com. Follow us on X and LinkedIn. 

make the connection. 

For more infor mation about iconectiv, contact your local account 
executive, or you can reach us at: +1 732.699.6800 
info@iconectiv.com 
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