






in the digital economy. It goes without saying that 
the phone number must be safeguarded from 
account takeover so it cannot be used to perpetrate 
fraud and other consumer harms. 

Access to cross-network information in a timely 
manner is the key to combating the fraud. Individual 
service provider data is unable to efficiently detect 
account take over fraud because there is a lack of 
knowledge of what is happening on other networks 
with a different device and the same phone number. 
Analytics-based contextual risk calculations can 
leverage historical customer traffic and geographic 
patterns as well as account tenure to mitigate the 
vulnerabilities of the mobile phone and the public 
network for authentication. By establishing a mobile 
baseline in advance of a security incident, threat 
indicators can be detected and transmitted quickly 
to alert businesses that consumer transactions are 
being done using a suspicious mobile device. Thus, 
transaction requests can be given more scrutiny and 
the authentication process can be enhanced so that 
calls and texts are sent to the mobile device only 
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when it is safe to do so. This can even be done in 
a frictionless manner, while safeguarding sensitive 
competitive and confidential information. Consistent 
with an enterprises' evolving authentication strategy, 
legitimate customer actions can proceed smoothly 
while fraudulent ones are promptly flagged. 

how do we keep the power of the 
mobile identity in the hands of the 
individual? 

A circle of trust is needed that is supported by a set 
of fraud prevention partners that can aggregate and 
analyze cross-network information quickly and then 
reliably transmit threat indicators to relevant parties. 
By never underestimating the power of the mobile 
identity, we can help consumers trust their phone 
numbers as assets, not liabilities, while they increase 
their reliance on the connected society. 
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