


The problem doesn't end there though. Fraudsters 
have recognized this weakness and have been able 
to masquerade as aggregators or legitimate users, 
and use the network's signaling system to hack and 
track mobile numbers. 

Aside from fraudsters and those looking to use grey 
routes, legitimate enterprise users and aggregators 
can also be exposed if they access H LR data. 
This is because the HLR request potentially gives 
companies access to personal data about a user that 
could violate privacy regulations such as the General 
Data Protection Regulation (GDPR). Companies may 
fall foul of those regulations and be held responsible 
even if they were not aware the action fell under the 
scope of those regulations. 

it doesn't have to be this way 

There is an alternative. iconectiv® TruNumberTM 
Routing provides service providers, enterprises and 
aggregators with legitimate number portability 
information that comes straight from authoritative 
numbering sources, including number portability 
clearinghouses and gateways. The data is drawn 
from the porting service already used by service 
providers when customers switch networks, so it is 
always accurate. 

TruNumber Routing is updated with new porting 
information in near real-time, directly in line with 
how frequently the home country service providers 
update their register, and can be accessed via 
an industry-standard ENUM query service or FTP 

database download for selected countries. 

This critical data is needed to ensure that SMS and 
voice calls go to the right network and the sender 
does not get access to any other personal data 
about the intended handset and its exact location. 

the most sense, least cost route 

While HLR data was once considered the best way 
to access number portability information, it is now 
an unsecure and unreliable service accessed by 
too many questionable parties, reveals too much 
information and is wide open to misuse and abuse. 
Service providers should no longer count on HLR 
data to ensure proper network routing. Instead, they 
need data that comes directly from authoritative 
sources, such as number portability clearinghouses, 
is updated frequently and easily accessible. 

While numbering and call routing may not seem as 
simple as it once was, there are safe, efficient and 
cost-effective ways for service providers to obtain 
the correct network routing information they need 
to accurately send calls and text messages to their 
customers. 

make the connection. 

For more information about iconectiv, 
contact your local account executive, 
or you can reach us at: 

about iconectiv 

Your business and your customers need to confidently access and exchange information simply, 
seamlessly and securely. iconectiv's extensive experience in information services, digital identity 
and numbering intelligence helps you do just that. In fact, more than 5K customers rely on our 
data exchange platforms each day to keep their networks, devices and applications connected 
and 2B consumers and businesses protected. Our cloud-based information as a service network 
and operations management and numbering solutions span trusted communications, digital 
identity management and fraud prevention. 

For more information, visit www.iconectiv.com. Follow us on X and Linkedln.. 

+ 1 732.699.6800

info@iconectiv.com 

www.iconectiv.com 
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